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1. BE—MEEMSpringBoot THE, IRERXTHE. HRIMKEH

<parent>
<groupId>org.springframework.boot</groupId>
<artifactIid>spring-boot-starter-parent</artifactid>
<version>2.7.18</version>

</parent>

<dependencies>
<dependency>
<groupId>org.springframework.boot</groupIid>
<artifactIid>spring-boot-starter-web</artifactid>
</dependency>

<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>Tombok</artifactId>
<optional>true</optional>
</dependency>
</dependencies>

2. BB
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@springBootApplication
public class SpringBootSecurityApplication {

public static void main(string[] args) {
SpringApplication.run(SpringBootSecurityApplication.class, args);

3. BlEEController

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
public class HelloController {

@RequestMapping("/hello™)
public String hello() {
return "hello";

2.2 5| \SpringSecurity

fESpringBootIi H A {#EFESpringSecurityB A 1R FEES | \NKERRI R SEIIN 211,

<dependency>
<groupId>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-security</artifactid>

</dependency>
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‘6 SpringBootSecurityApplicationjava

conﬁgur'ablenppllcatloncontext run = SpringApplication.run{springBootSecurityApplication.class, args);

Vi

A Securi f'j"
DefaultsecurltyF:thercham chain = run.getBean(DefaultSecurityFilterchain.class); run: "org.springfra

[ 4

system.out.println({chain};
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ANk

<!--redisfkii-->
<dependency>
<groupId>org.springframework.boot</groupId>
<artifactIid>spring-boot-starter-data-redis</artifactid>
</dependency>

<!--fastjsonfkifi-->

<dependency>
<groupId>com.alibaba</groupId>
<artifactid>fastjson</artifactIid>
<version>1.2.33</version>

</dependency>

<!-—jwtfkisi-->

<dependency>
<groupId>io.jsonwebtoken</groupId>
<artifactIid>jjwt</artifactId>
<version>0.9.0</version>

</dependency>

#hMRedistEXHELE

import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.serializer.SerializerFeature;

import com.fasterxml.jackson.databind.JavaType;

import com.fasterxml.jackson.databind.ObjectMapper;

import com.fasterxml.jackson.databind.type.TypeFactory;

import org.springframework.data.redis.serializer.RedisSerializer;

import org.springframework.data.redis.serializer.SerializationException;
import com.alibaba.fastjson.parser.ParserConfig;

import org.springframework.util.Assert;

import java.nio.charset.Charset;

= RedisfliFiFastIson/74i{k
7':/

public class FastJsonRedisSerializer<T> implements RedisSerializer<T> {
pubTic static final Charset DEFAULT_CHARSET = Charset.forName("UTF-8");
private Class<T> clazz;

static {
Parserconfig.getGlobalInstance() .setAutoTypeSupport(true);

public FastlsonRedisSerializer(Class<T> clazz) {
super();
this.clazz = clazz;
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@override
pubTlic byte[] serialize(T t) throws SerializationException {
if (t == null) {
return new byte[0];
}
return JSON.toJSONString(t,
SerializerFeature.writeClassName).getBytes(DEFAULT_CHARSET) ;

3

@override
public T deserialize(byte[] bytes) throws SerializationException {
if (bytes == null || bytes.length <= 0) {
return null;
}
String str = new String(bytes, DEFAULT_CHARSET);

return JSON.parseObject(str, clazz);

protected JavaType getJavaType(Class<?> clazz) {
return TypeFactory.defaultInstance().constructType(clazz);

import com.hl.boot.utils.FastJsonRedisSerializer;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.redis.connection.RedisConnectionFactory;
import org.springframework.data.redis.core.RedisTemplate;

import org.springframework.data.redis.serializer.stringRedisSerializer;

@Configuration
pubTlic class RedisConfig {

@Bean
@suppresswarnings(value = {"unchecked", "rawtypes"})
pubTic RedisTemplate<Object, Object> redisTemplate(RedisConnectionFactory
connectionFactory) {
RedisTemplate<Object, Object> template = new RedisTemplate<>();
template.setConnectionFactory(connectionFactory);

FastJlsonRedisSerializer serializer = new
FastJsonRedisSerializer(Object.class);

// ffifstringRedisserializersk/FFltb Al 751k redisfikey
template.setKeySerializer(new StringRedisSerializer());
template.setvalueSerializer(serializer);

// Hashfkeyt X stringRedisserializerfiF4iik 7z
template.setHashKeySerializer(new StringRedisSerializer());
template.setHashvalueSerializer(serializer);

template.afterPropertiesset();
return template;



| VES

import com.fasterxml.jackson.annotation.JsonInclude;

© I 4 Rk

:':/
@JsonInclude(JsonInclude.Include.NON_NULL)
pubTlic class ResponseResult<T> {

Vi
* ORI
*/
private Integer code;
Vo
*PURNEE, WA ERE, A A DRI T B AT R
*/
private String msg;
Vi
e ESIOER T S i
*/

private T data;

public ResponseResult(Integer code, String msg)
this.code = code;
this.msg = msg;

public ResponseResult(Integer code, T data) {
this.code = code;
this.data = data;

public Integer getCode() {
return code;

public void setCode(Integer code) {
this.code = code;

public String getMsg() {
return msg;

public void setMsg(String msg) {
this.msg = msg;

public T getbata() {
return data;
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public void setbata(T data) {
this.data = data;

public ResponseResult(Integer code, String msg, T data) {
this.code = code;
this.msg = msg;
this.data = data;

TH%

JWTIE%:

import io.jsonwebtoken.Claims;

import io.jsonwebtoken.JwtBuilder;

import io.jsonwebtoken.Jwts;

import io.jsonwebtoken.SignatureAlgorithm;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;
import java.util.Base64;

import java.util.Date;

import java.util.uulD;

* JWT L H K
‘,':/
public class Jwtutil {

/ /AR N

public static final Long JWT_TTL = 60 * 60 * 1000L;// 60 * 60 *1000
/ /BB FH B SC

pubTlic static final String JWT_KEY = "ceshikey";

pubTlic static String getuuiD() {
String token = UUID.randomuuUID().toString().replaceAll("-", "");
return token;

}
/7':7':
* ERjtw
* @param subject tokens EAFHAIEHE (jsonigD)
* @return
7':/

pubTlic static String createIwT(String subject) {
JwtBuilder builder = getiwtBuilder(subject, null, getuuib());
return builder.compact();

/7’: %
* R tw

— AN/
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@param subject  tokensFEAFMAIEIE (jsonfka)
@param ttIMiTlis tokenjitBIf it
@return

7':/

public static String createJwT(String subject, Long ttIMillis) {

T i 1)

private static JwtBuilder getJwtBuilder(String subject, Long ttIMillis,

JwtBuilder builder = getiwtBuilder(subject, ttImMillis, getuuib());//

return builder.compact();

String uuid) {

%

4

P
fat]
7

SignatureAlgorithm signatureAlgorithm = SignatureAlgorithm.HS256;

SecretKey secretKey = generalkey();
Tong nowMillis = System.currentTimeMillis();
Date now = new Date(howMillis);
if (ttIMillis == null) {
ttIMiTlis = JwtUtil.IwWT_TTL;
}
Tong expMillis = nowMillis + ttIMillis;
Date expDate = new Date(expMillis);
return Jwts.builder()

.setId(uuid) //ME—ID
.setSubject(subject) // @ HLLEISONEE
.setIssuer("sg™) /] BRE
.setIssuedAt(now) // BRI

.signwith(signatureAlgorithm, secretkey) //{#J1JHS2 56X % 5l

NSHECNTEH
.setExpiration(expbate);

* g token

* @param id

* @param subject
* @param ttIMilldis
* @return

*/

YL B

BCE.

3

pubTlic static String createIwT(String id, String subject, Long ttIMillis) {
JwtBuilder builder = getJwtBuilder(subject, ttIMillis, id);// & & ilHmf(A

return builder.compact();

pubTlic static void main(String[] args) throws Exception {

// fl#token
String jwt = createJwT("1001");
System.out.println(jwt);

// f#EHtoken
Claims claims = parseJwT(jwt);
System.out.printin(claims.getSubject());



* ARSI secretKey

* @return
*/
public static SecretKey generalkey() {
byte[] encodedKey = Base64.getDecoder().decode(IwtUtil.IWT_KEY);
SecretKey key = new SecretkKeySpec(encodedkey, 0, encodedkey.length,
"AES");
return key;

* fEbT

* @param jwt
* @return
* @throws Exception
*/
public static Claims parseIwT(String jwt) throws Exception {
SecretKey secretkKey = generalkey();
return Jwts.parser()
.setSigningKey(secretkey)
.parseClaimsJws (jwt)
.getBody();

RedisCache:

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.data.redis.core.BoundSetOperations;
import org.springframework.data.redis.core.HashOperations;
import org.springframework.data.redis.core.RedisTemplate;
import org.springframework.data.redis.core.valueOperations;
import org.springframework.stereotype.Component;

import java.util.*;
import java.util.concurrent.TimeuUnit;

@suppresswarnings(value = {"unchecked", "rawtypes"})
@Component
pubTlic class RedisCache {

@Autowired

public RedisTemplate redisTemplate;

* AR R, Integer. String. SfkZssk

* @param key — ZEMEI{E

* @param value ZZAEHI1H

*/

public <T> void setCacheoObject(final String key, final T value) {
redisTemplate.opsForvalue() .set(key, value);



*EAFRARMINT R, Integer. String. SikKAE

* @param key AT AE

* @param value A7 1A

* @param timeout [

* @param timeunit I a] kL

*/

public <T> void setCacheObject(final String key, final T value, final
Integer timeout, final TimeUnit timeuUnit) {

redisTemplate.opsForvalue().set(key, value, timeout, timeunit);

/7': ¥*
*CE A R (E]

* @param key Red1i st

* @param timeout A

* @return true=&ENI; false=&E KK

*/

public boolean expire(final string key, final long timeout) {
return expire(key, timeout, TimeUnit.SECONDS);

* YA R [E]

* @param key Red1 s

* @param timeout IS [E

* @param unit ) BELAr

* @return true=WERY); false=iHE KK

&

public boolean expire(final string key, final Tong timeout, final Timeunit
unit) {

return redisTemplate.expire(key, timeout, unit);

* PIFEAFIEEASKT R

* @param key ZZfrigfd

* @return ZZAFEE NS I £

&

public <T> T getCacheobject(final string key) {
valueOperations<String, T> operation = redisTemplate.opsForvalue();
return operation.get(key);

* RS 5

* @param key

7':/

pubTlic boolean deleteObject(final String key) {
return redisTemplate.delete(key);



* MHBREE SR B

* @param collection X%

* @return

*/

pubTic Tong deleteObject(final Collection collection) {
return redisTemplate.delete(collection);

}
/-.': %*
* AL st
* @param key ST 1 BE

* @param dataList fFZEAFHILT stEds

* @return ZEAFMINS

*/

public <T> Tong setCacheList(final String key, final List<T> dataList) {
Long count = redisTemplate.opsForList().rightPushAll(key, dataList);
return count == null ? 0 : count;

* FAZEMTi st R

* @param key ZE{FNIEHME

* @return ZZAEHAENT S R E AR

*/

pubTic <T> List<T> getCacheList(final String key) {
return redisTemplate.opsForList().range(key, 0, -1);

/:‘::‘:
* ZffSet

* @param key AT
* @param dataSet ZEA{FMIEE
* @return ZEAEEIEHINT S
*/
pubTic <T> BoundSetOperations<String, T> setCacheSet(final String key, final
Set<T> dataSet) {
BoundSetOperations<String, T> setOperation =
redisTemplate.boundSetops (key) ;
Iterator<T> it = dataSet.iterator();
while (it.hasNext()) {
setOperation.add(it.next());
}

return setOperation;

* R Mset



* @param key

* @return

*/

public <T> Set<T> getCacheSet(final String key) {
return redisTemplate.opsForSet() .members(key);

* @param key

* @param dataMap

*/

public <T> void setCacheMap(final string key, final Map<String, T> dataMap)

if (datamap != null) {
redisTemplate.opsForHash() .putAll(key, datamap);

/:‘::‘:
* RIFATFIMap

* @param key

* @return

*/

public <T> Map<String, T> getCacheMap(final String key) {
return redisTemplate.opsForHash().entries(key);

/7’:7’:
* fEHashH 7 N EdkE

* @param key  Redisf
* @param hKey Hash##
* @param value 1§
*/
public <T> void setCacheMapvalue(final String key, final String hkey, final
T value) {
redisTemplate.opsForHash() .put(key, hKkey, value);

/:‘::‘:
* SKREXHashH 1%

* @param key Redisf

* @param hkey Hash##

* @return Hashd x4

*/

public <T> T getCacheMapvalue(final string key, final String hKey) {
HashOperations<String, String, T> opsForHash =

redisTemplate.opsForHash();

return opsForHash.get(key, hKey);



/7': %
* JHlkHashH 1 EdE

* @param key
* @param hkey
*/
pubTlic void delcachemapvalue(final string key, final String hkey) {
HashOperations hashOperations = redisTemplate.opsForHash();
hashoperations.delete(key, hkey);

* IRELZ NMHashH 5

* @param key  Redisf
* @param hKeys Hashf#ié
* @return HashXR&EH
*/
pubTic <T> List<T> getMulticCacheMapvalue(final string key, final
Collection<Object> hkeys) {
return redisTemplate.opsForHash() .multiGet(key, hKeys);

* RIFRAT AN R 5%
* @param pattern 55 H T4
* @return XtHI|FE
*/
pubTic Collection<String> keys(final String pattern) {
return redisTemplate.keys(pattern);

WebUtils:

import javax.servlet.http.HttpServletResponse;
import java.io.IOException;

public class webUtils {

* @param response JEZLXIH
* @param string  FpEYENFRH
* @return null
*/
pubTlic static String renderString(HttpServletResponse response, String
string) {
try {
response.setStatus(200);
response.setContentType("application/json");
response.setCharacterencoding("utf-8");

response.getwriter().print(string);



} catch (I0Exception e) {
e.printStackTrace();

}
return null;
}
}
Sci e

import lombok.AllArgsConstructor;
import lombok.Data;
import lombok.NoArgsConstructor;

import java.io.Serializable;
import java.util.Date;

Vi

* PR User) A%

*/
@pata
@A11ArgsConstructor
@NoArgsConstructor
public class User implements Serializable {

private static final Tong serialversionUID = -40356785423868312L;

/~,':~,':

e X

%/

private Long 1id;
/:‘::‘:
* W4
*/

private String userName;

-.‘:/

private String nickName;

TSR (OIEHR =)D
*/

private String status;
Vs

* WA

*/

private String email;

:':/

private String phonenumber;
/7': *

* sl (0%, 1%, 2RHED


af://n118

7':/

private String sex;

Vas

* B

*/

private String avatar;
/:‘::‘:

* F PR (0BG, LHEH
*/

private String userType;
Vas

* AEANMHd

-,‘:/

private Long createBy;
/:‘::‘:

* G )

*/

private Date createTime;
Vi

* A

*/

private Long updateBy;
ik

I )

*/

private Date updateTime;
Vis

* MbbrE (OIRFARMER, LRERCOHIERD
)

private Integer delFlag;

JAIESEER
SEERIERAR

MBI HFEATRTLARDE, FATTLAREN —MUserDetailsServicefJsLHIZE, ikSpringSecurity({#i
FAIB9UserDetailsService, F{iJE 2HIUserDetailsServiceB] AN EUEESRE DR ZFZE,

HEIE
Al — I AR, 8RETUT:

CREATE TABLE “sys_user (
“id” BIGINT(20) NOT NULL AUTO_INCREMENT COMMENT 'ZFf#',
‘user_name  VARCHAR(64) NOT NULL DEFAULT 'NULL' COMMENT 'HiF4"',
"nick_name’ VARCHAR(64) NOT NULL DEFAULT 'NULL' COMMENT 'HEFR',
"password’ VARCHAR(64) NOT NULL DEFAULT 'NULL' COMMENT '##4',
“status’ CHAR(1) DEFAULT 'O' COMMENT 'IKS-IRZ& (0IEH 14=HD ',
“email’ VARCHAR(64) DEFAULT NULL COMMENT 'MB%4H',
“phonenumber”™ VARCHAR(32) DEFAULT NULL COMMENT 'F#l%5',
"sex’ CHAR(1) DEFAULT NULL COMMENT 'F/#E5 (0%, 14&, 2K%D ',
“avatar’ VARCHAR(128) DEFAULT NULL COMMENT '=kf%',
“user_type  CHAR(1) NOT NULL DEFAULT 'l' COMMENT 'FH/728% (¥R, 1E@mH/) ',
‘create_by  BIGINT(20) DEFAULT NULL COMMENT 'GU&: AR /~id',
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‘create_time  DATETIME DEFAULT NULL COMMENT '@i#tff(a] ",
“update_by  BIGINT(20) DEFAULT NULL COMMENT 'BEHIA',
‘update_time  DATETIME DEFAULT NULL COMMENT 'FEHf[a]",
“del_flag™ INT(11) DEFAULT 'O' COMMENT 'MprtriE (OfCERAMIBR, LCEREMIER ',
PRIMARY KEY ( id’)
) ENGINE=INNODB AUTO_INCREMENT=2 DEFAULT CHARSET=utf8mb4 COMMENT='/{]/"%"

3| A\MybatisPulsfImysqBREIAIKE: :

<dependency>
<groupId>com.baomidou</groupId>
<artifactid>mybatis-plus-boot-starter</artifactid>
<version>3.5.2</version>

</dependency>

<dependency>
<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactid>
<version>8.0.20</version>

</dependency>

BCEEUEEER:
spring:
datasource:
driver-class-name: com.mysql.cj.jdbc.Driver
url: jdbc:mysql://Tocalhost:3306/security?charactereEncoding=utf-
8&serverTimezone=UTC

username: root
password: root

TEXMapperiz:

public interface UserMapper extends BaseMapper<uUser> {

}
1EBIUsersLiRss:
24 Fhn@tableName(value = "sys_user"), id¥B il @rablerd

EeEMapperi3fai:



@springBootApplication
@mapperscan("com.gs.mapper")
public class SpringBootSecurityApplication {

public static void main(string[] args) {
ConfigurableApplicationContext run
SpringApplication.run(SpringBootSecurityApplication.class, args);
// FREERINFISecuri tyid e 284
DefaultSecurityFilterChain chain =
run.getBean(DefaultSecurityFilterchain.class);
//System.out.printin(chain);

ARINjunitis :

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactIid>spring-boot-starter-test</artifactid>
</dependency>

WiAMPEERREIEHER:

@SpringBootTest
public class MapperTest {

@Autowired

private UserMapper userMapper;

@Test
public void testUserMapper(){

List<User> users = userMapper.selectList(null);
System.out.println(users);

#MRISEIR
BlIE— L UserDetailsServicel® [, EEE+MAZE. BUYARPBNSEEFERIAFER

@service
public class UserDetailsServiceImpl implements UserDetailsService {

@Autowired
private UserMapper userMapper;

@override
public UserDetails ToadUserByUsername(String username) throws
UsernameNotFoundException {
//RBHAZERHAEE: EEAHRIE O Lusersifkss, Jil T4
LambdaQuerywrapper<User> wrapper = new LambdaQuerywrapper<>(Q);
wrapper.eq(User: :getUserName, username);
User user = userMapper.selectOne(wrapper);
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/ /WS A WA B E HE i b R R4 R
if (Objects.isNull(user)) {
throw new RuntimeException("f/ " &45iR");

//TODO R4 P & MR R(E S Wsin#lLoginusertd

/ /5 UserpetailsX 4k [l
return new LoginUser(user);

E/3UserDetailsServiceJ5iEHNREIEEUserDetailsZiE!, FRLAEBEEN—1E, sLHiziEO, IBAR
(EETEERA,

@pata

@NoArgscConstructor

@A11ArgsConstructor

public class LoginUser implements UserDetails {

// FUHERPER
private User user;

// R R A

@override

pubTic Collection<? extends GrantedAuthority> getAuthorities() {
return null;

// WP SRR, A2 H {noop} i
@override
pubTlic String getPassword() {

return user.getPassword();

// W4

@override

public String getUsername() {
return user.getUserName();

// WP RIS A

@override

pubTlic boolean 1isAccountNonExpired() {
return true;

// WP ARBE

@override

pubTic boolean 1isAccountNonLocked() {
return true;

// SRS

@override



pubTic boolean isCredentialsNonExpired() {
return true;

// HFRERTH

@override

public boolean iseEnabled() {
return true;

AR NRENLN, SEERPRTSEANRFEE, HENRELBEFNERLRRANFE, TEES
fEET0{noop}. IkN

id user_name nick_name password status email phonenumber sex avatar user_type create_by create_time
3 1 admin BER {noopHi234 0 admin@qgq. 110 0 1

XEFERIBHRF AT LARBadminfEARFE, 1234FAEIERERT .

ZrannETFfE
SERRIR R SR IR B R R R S e,

o ENAGERRYPasswordEncoderEREHEEFRIZIGEN/T: {id}password , ERRIEIAEFIMT
ERBRIMEZEL . BRI ASKAXMAH. LA FEESHE passwordencoder ,

o A 1—R&(EFESpringSecurity AFA JHRHLAY BCryptPasswordEncoder

o FAIRFE(EMIE BCryptPasswordEncoderst £iEASpringzas B, SpringSecurityfi&{FEHEIZ
PasswordEncodersEif T RE158

o FATRTLAEN — SpringSecurity@lECEZE, SpringSecurityZESRiXMiC B B4R
WebSecurityConfigurerAdapter,

@configuration
public class SecurityConfig extends webSecurityConfigurerAdapter {

// BlEBCryptPasswordEncoder, JiE A% %

@Bean

pubTic PasswordEncoder passwordEncoder(){
return new BCryptPasswordeEncoder();

izt :
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@Autowired
private PasswordEncoder passwordEncoder;

@Test

public void testBCryptPasswordencoder(){
// passwordEncoder.encode(String password) XI# S T
String encode = passwordEncoder.encode("1234");
System.out.printin(encode) ;

// passwordeEncoder.matches(String password, String encodedPassword) ffH %
FE MU0 J 1R AR AT LT

boolean b = passwordEncoder.matches("1234", encode);

System.out.println(b);

SRR I RN SRR
gEFREO

ETRNEEGENEF:EN, AEitSpringSecurityfhiXMEOMYT, 1LBFBEIX MEORIHER
BERtEgHA).

O, )@idAuthenticationManagerfJauthenticate 5iEEH 1 TREFIALE, FRLAEEE
SecurityConfighhEg&#EAuthenticationManageriF A& 28

INERIIRIIERERR—Nwt, AN FIRE, FEATILRF TEIEKEETjwoRA HEARIZE
BNER, BNFZICAFEEFAredis, AILUERFIdEkey.

@RestController
public class LoginController {

@Autowired
private LoginServcie loginServcie;

@PostMapping("/user/login")
pubTic ResponseResult login(@RequestBody User user){
return loginServcie.login(user);

@Configuration
public class SecurityConfig extends webSecurityConfigurerAdapter {

@Bean
public PasswordeEncoder passwordencoder(){
return new BCryptPasswordencoder();

@override
protected void configure(HttpSecurity http) throws Exception {
http
//*Hcsrf
.csrf().disable()
//AifidsessionsiliSecurityContext
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.sessionManagement () .sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and()
.authorizeRequests()
[/ WNTEFHED RVFELVIR
.antMatchers("/user/Togin") .anonymous ()
// BRI AN A E SR 4% R AR
.anyRequest() .authenticated();

@Bean

@override

pubTic AuthenticationManager authenticationManagerBean() throws Exception {
return super.authenticationManagerBean();

@service
public class LoginServiceImpl implements LoginService {

@Autowired
private AuthenticationManager authenticationManager;

@Autowired
private RedisCache redisCache;

@override
pubTic ResponseResult login(User user) {
// AHAuthenticationManagerffjauthenticated#:{T B4 AIE
UsernamePasswordAuthenticationToken authenticationToken = new
UsernamePasswordAuthenticationToken(user.getUserName() ,user.getPassword());
Authentication authenticate =
authenticationManager.authenticate(authenticationToken);

// WERNIERAED, R
if(Objects.isNull(authenticate)){
throw new RuntimeException("[H/" 4B 42" ;

// NE#E, ffifuseridid:fitoken

LoginUser ToginUser = (LoginUser) authenticate.getPrincipal();
String userId = loginuUser.getUser().getId().toString(Q);

String jwt = JwtuUtil.createlwT(userId);

// TEEBHHEEMA Aredis, useridfEkey [NBERESR, ALLAIN—LERT4 ]
redisCache.setCacheobject("Togin:"+userId, loginuUser);

/ /3Etokeni B 45 iy ity

HashMap<String,String> map = new HashMap<>(Q);
map.put("token",jwt);

return new ResponseResult(200,"&=tk2)", map);

MifER:



http:fflocalhost:8080/user/login [El Save ~

POST v hupiocshost808Oiuserfogi “

Params  Authorizatior Headers (9) Body ®  Pre-reguest Script Tests  Settings Cookies

none form-data x=www-form-urkencoded @ raw binary GraphQL JSON Beautify

2
=3

Body Coo

Test Results € Ststus- 200 0K Time: 151 ms  Size: 5948 Save Response v

Pretty Raw Preview Visualize JSON v = O Q,

TR

kODF1YzV1ZTVhYmE2Y20325TsInNAYiT6T JEILCIpeaMi0il=zZy s Iml hdCIEMT cwODESMDcBNywiZXhwI joxNz AMTQBMz(3£] .

nwGemcEan@TOwbnTrlxwWiSarZeWSRIVIWKAVReLTy4"

8 B8 ERedis
INIEE 288

RINFEEEN—NTIERE, XMNTERRSZIREUEKLHTtoken, Xftoken#H/THEITENHEE Y
userid,

fFERuseridXredisAERENXS M AILoginUserII&R,
SREEIZEAUthenticationIIERIFEASecurityContextHolder,

EXJWHAE B

@Component
public class JwtAuthenticationTokenFilter extends OncePerRequestFilter {

@Autowired
private RedisCache redisCache;

@override
protected void doFilterInternal(HttpServietRequest request,
HttpServletResponse response, FilterChain filtercChain) throws ServletException,
IOException {
// #Hltoken
String token = request.getHeader("token");
if (!stringutils.hasText(token)) {
// AT
filterchain.doFilter(request, response);
return; // %A token, T /54 tokenfihT

// fEtrtoken
String userid;
try {
Claims claims = JwtUtil.parseIwT(token);
userid = claims.getSubject();
} catch (Exception e) {
e.printStackTrace();
throw new RuntimeException("tokend:ik");

//MredisHIREH F{EE
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String rediskey = "login:" + userid;
LoginUser TloginUser = redisCache.getCacheobject(redisKey);
if (Objects.isNull(loginuser)) {

throw new RuntimeException(" &, i EBE5");

//fENSecurityContextHolder
UsernamePasswordAuthenticationToken authenticationToken =
new UsernamePasswordAuthenticationToken(loginuser, null,
loginuser.getAuthorities());

SecurityContextHolder.getContext().setAuthentication(authenticationToken);
/ /AT
filterchain.doFilter(request, response);

EeEJwtAIEdiEss:

@Configuration
public class SecurityConfig extends WebSecurityConfigurerAdapter {

@Bean
public PasswordEncoder passwordencoder(){
return new BCryptPasswordencoder();

@Autowired
JwtAuthenticationTokenFilter jwtAuthenticationTokenFilter;

@override
protected void configure(HttpSecurity http) throws Exception {
http
//XKHcsrf
.csrf() .disable()
// At SessionikiiSecurityContext

.sessionManagement() .sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and(Q)
.authorizeRequests()
// XWTEFED RV V5N
.antMatchers("/user/Togin") .anonymous ()
// B BTSN FTA 1 R 450 55 ZE S BUAE
.anyRequest() .authenticated();

/ /e tokene 56tk E 2SI N B pE 28 B b
http.addFilterBefore(jwtAuthenticationTokenFilter,
UsernamePasswordAuthenticationFilter.class);

3

@Bean

@override

pubTlic AuthenticationManager authenticationManagerBean() throws Exception {
return super.authenticationManagerBean();



¥ M tokenifAEEiR:

http:fflocalhost:8080/hello B save ~
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Pretty Raw Preview Visualize Text =
1 hells

BHhEF

BMNAFTEEN—MERHERZENO, AE3RESecurityContextHolderspERAILER, MibkredisAxIa

AUEERDT.

@RestController
public class LoginController {

@Autowired
private LoginServcie loginServcie;

@PostMapping("/user/Togin™)
pubTic ResponseResult login(@RequestBody User user){
return loginServcie.login(user);

// BHER

@RequestMapping("/user/logout")

pubTic ResponseResult logout(){
return loginServcie.logout();

@service
public class LoginServiceImpl implements LoginServcie {

@Autowired

private AuthenticationManager authenticationManager;
@Autowired

private RedisCache rediscCache;

@override
pubTic ResponseResult login(User user) {

// W

@override
pubTic ResponseResult logout() {
// 3kElSecurityContextHolderH [ {5

'J
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Authentication authentication =

SecurityContextHolder.getContext().getAuthentication();
LoginUser loginUser = (LoginUser) authentication.getPrincipal();

Long userid = ToginUser.getUser().getId();

// M redis B KE
redisCache.deleteobject("Togin:" + userid);
return new ResponseResult(200, "VE&IHIN");

FENBHER:

http://localhost: 8080/ /user/logout [C) save -~

GET ~ http:/flacalhost:8080/userflogout “
Authorizatlor
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4.1 PURESER

PIN— M EREBENEERE, IRESEFEERMEEIEPEBBERAIINE, FI8ELtHER
FEECERFIBEER, MEPEEREDE, ERMRE— M EREEERNKSERT, Mz
BEERIFERARMIBERER, MRPEEEFI6E.

PSR EARNAFILERRRNNEE. XHMEMRAERERLIATUR.

A I BE R KRR Z# T FE P ARG R B P SR BB IR L i%E ], RIAIRRBIXME, WRBAK
BT XNINRER ROt AT LN EIE Rlts, BEREFAREERFLIERINEERE.

AR ERREESHTRFARRFIET, A=A EaEENAIR, YREBENRT 6
BHTIEN AT,

4.2 IGINERRIE

1ESpringSecuritysr, £{FHRZKIARYFilterSecurityinterceptorSE# T RIKIE., E
FilterSecuritylnterceptorshs A SecurityContextHoldersREXE FAJAuthentication, SASSRENEAHRY
PRIER. BRI EEHRB LR RIRATRIER,

FRUAFA R REEEHRIERAPIINREEHFENAUthentication,
RERERA N B R EERIRPRED T,

4.3 $FECIR


af://n191
af://n192
af://n197
af://n201

BREIBI S FEFrF IR

SpringSecurity SEA M T E T EEAONIRIESIS SR, XBEKNMEPEERABIIS. FHITLL
EREREIEE N AR RATFRIAUR,

(EREFERECHIEESFSHEXECEspringSecurity BEM.

@Configuration
@EnableGlobalMethodSsecurity(prePostEnabled = true)
public class SecurityConfig extends WebSecurityConfigurerAdapter {

Il oo
3

IR LAERXG R AYF#%: @PreAuthorize

e @PreAuthorize ZSpring SecuritylBZehaI—NERE, AT ELEZBBZEIX AR R T
ik,

o IFEERBIESGHIEHEHRIN, BRAEHEIEEFMRAFRZERERBZE A

e @PreAuthorize jEfRIISEE— SpEL (Spring Expression Language) FiAT,, ATFEXNIR
AN (SPELFFERANFERARMINEE, SFLEER. FKMHNE) .

o REANNERNIZEM/RE, WRA true, WRIFFEER, SUHRERREE.

@RestController
public class HellocController {

@RequestMapping("/hello™)
@PreAuthorize("hasAuthority('test')") // MUt s testBURA v LTG5 7%
public Sstring hello(){

return "hello";

}

HERNRER

FAIRIEES UserDetailsServiceimplf9ptizinid, EEIOHAFPEEEREIMAMNIRER, %3
UserDetails5iR[E]

A EEESRE RS 5EE2=F UserDetail s iz,
BA1ZBIEN T UserDetailsgIsEIZELoginUser, A8 FEAH RSB ENEHTIEKL,

@JSONField: https://blog.csdn.net/u011291072/article/details/109692603

@pata
@NoArgscConstructor
public class LoginUser implements UserDetails {

// HUEEAPER
private User user;

// FHERURAE B

private List<String> permissions;

public Loginuser(User user, List<String> permissions) {


af://n202
af://n217
https://blog.csdn.net/u011291072/article/details/109692603

this.user = user;
this.permissions = permissions;

//fifESpringSecurity BT s E ARG EES
@ISONField(serialize = false) // ANFHMiZTFE
private List<GrantedAuthority> authorities;

// P RIBLRSE
@override
pubTlic Collection<? extends GrantedAuthority> getAuthorities() {
// Ak BBk, JE A BRG]
if (authorities != null) {
return authorities;

//4EpermissionsHH FRFH AR (E B EH kGrantedAuthori ty 4t % fF Nauthorities

/*List<GrantedAuthority> authorityList = new ArrayList<>();

for (String permission : permissions) {
SimpleGrantedAuthority authority = new SimpleGrantedAuthority();
authorityList.add(authority);

}

return authorityList;*/

authorities = permissions.stream().
map(SimpleGrantedAuthority: :new)
.collect(collectors.toList());
return authorities;

// WP SRR, A2 H {noop} i
@override
public String getPassword() {

return user.getPassword();

// M4

@override

public String getUsername() {
return user.getUserName();

// WP RIS A

@override

pubTic boolean 1isAccountNonExpired() {
return true;

// WP ARBUE

@override

pubTic boolean 1isAccountNonLocked() {
return true;



// RIS

@override

pubTlic boolean isCredentialsNonExpired() {
return true;

// WP REH

@override

public boolean isEnabled() {
return true;

LoginUserl&MZ=E A IRt LATEUserDetailsServicelmpl KBRS B iR LoginUserdh T, Fi]
SR T, EEEIIBNESIREHEINRES.

@service
public class UserDetailsServiceImpl implements UserDetailsService {

@Autowired
private UserMapper userMapper;

@override

pubTic UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {
/B2 ERHAEE: EEEHRNTE O 8 Xuserseks, Jil S
LambdaQuerywrapper<User> wrapper = new LambdaQueryWrapper<>();
wrapper.eq(User: :getUserName, username);
User user = userMapper.selectOne(wrapper);

/ /A0SR A 2B i i R4 R
if (Objects.isNull(user)) {
throw new RuntimeException(" /" & o3 msR") ;

//TODO R¥EH F EMBIRELE WinflLoginusert
List<String> list = new ArrayList<>(Arrays.asList("test", "admin"));

//E K Userpetail s 4k A
return new LoginUser(user, Tist);

JwtAuthenticationTokenFilter:

//TODO FRHUIR(E B3 FAuthenticationt
UsernamePasswordAuthenticationToken authenticationToken =

new UsernamePasswordAuthenticationToken(loginuser, null,
loginuUser.getAuthorities());



NEE~ESINRER

RBACHFR{RES

RBACHIBRIEE! (Role-Based Access Control) Bl: EFHBEINIRES., XEBRIREHRTAEFER
HEENSAH. ERESRER,

menu 1&%

AP user

APfaxREE
user_role mEiREES

= Lol role_menu

HEIE

5

/*Table structure for table “sys_menu  */

DROP TABLE IF EXISTS  sys_menu ;

CREATE TABLE “sys_menu  (
“id’ bigint(20) NOT NULL AUTO_INCREMENT,
"menu_name  varchar(64) NOT NULL DEFAULT 'NULL' COMMENT 'ZZHi4g',
“path” varchar(200) DEFAULT NULL COMMENT '#geithiit",
“component” varchar(255) DEFAULT NULL COMMENT 'ZHff#k4z",
“visible  char(l) DEFAULT 'O' COMMENT 'ZEHURZA (0= 1RED ',
“status’ char(1l) DEFAULT 'O' COMMENT 'ZEHuolRa (OIEH 1f=HD ',
“perms” varchar(100) DEFAULT NULL COMMENT 'RPRARIR',
“icon’ varchar(100) DEFAULT '#' COMMENT 'ZEHLEbr',
“create_by  bigint(20) DEFAULT NULL,
“create_time  datetime DEFAULT NULL,
“update_by  bigint(20) DEFAULT NULL,
“update_time  datetime DEFAULT NULL,
“del_flag™ int(11) DEFAULT 'O' COMMENT 'J&#&Mik: COARMI%: 1Mz ',
“remark” varchar(500) DEFAULT NULL COMMENT '#yE',
PRIMARY KEY ( id’)

) ENGINE=INnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=utf8mb4 COMMENT='3Zfif';

insert into sys_menu (id, menu_name, path, component, perms) values(l, '"#fIJ&#",
'dept', 'system/dept/index', 'system:dept:Tlist');


af://n228
af://n229
af://n232

insert into sys_menu (id, menu_name, path, component, perms) values(2, "Jlik',
"test', 'system/test/index', 'system:test:list');

/*Table structure for table "sys_role */
DROP TABLE IF EXISTS 'sys_role ;

CREATE TABLE 'sys_role  (
"id” bigint(20) NOT NULL AUTO_INCREMENT,
"name” varchar(128) DEFAULT NULL,
“role_key  varchar(100) DEFAULT NULL COMMENT 'ffeflfRFFFeR ",
“status’ char(1l) DEFAULT 'O' COMMENT 'R (0IEH 15D ',
"del_flag ™ int(l) DEFAULT 'O' COMMENT 'del_flag',
‘create_by  bigint(200) DEFAULT NULL,
“create_time  datetime DEFAULT NULL,
“update_by  bigint(200) DEFAULT NULL,
‘update_time  datetime DEFAULT NULL,
“remark’ varchar(500) DEFAULT NULL COMMENT '#&iE',
PRIMARY KEY ( id™)
) ENGINE=InnoDB AUTO_INCREMENT=3 DEFAULT CHARSET=utf8mb4 COMMENT='ft&";

insert into sys_role (id, name, role_key) values(l, 'CEO', 'ceo');
insert into sys_role (id, name, role_key) values(2, 'Coder', 'coder');

/*Table structure for table “sys_role_menu  */
DROP TABLE IF EXISTS "sys_role_menu ;

CREATE TABLE “sys_role_menu (
“role_id" bigint(200) NOT NULL AUTO_INCREMENT COMMENT 'f{4ID',
‘menu_id’ bigint(200) NOT NULL DEFAULT 'O' COMMENT 'ZZHid',
PRIMARY KEY ( role_id , ‘menu_id )

) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=utf8mb4;

insert into sys_role_menu values(l, 1);
insert into sys_role_menu values(1l, 2);

/*Table structure for table “sys_user  */
DROP TABLE IF EXISTS sys_user ;

CREATE TABLE 'sys_user (
“id” bigint(20) NOT NULL AUTO_INCREMENT COMMENT 'F:f#',
‘user_name~ varchar(64) NOT NULL DEFAULT 'NULL' COMMENT 'Hf 4",
"nick_name” varchar(64) NOT NULL DEFAULT 'NULL' COMMENT 'HEFX',
“password” varchar(64) NOT NULL DEFAULT 'NULL' COMMENT '#Zfig',
“status  char(l) DEFAULT 'O' COMMENT 'IKESUIRZE (OLEWH 1fEHD ',
“email’ varchar(64) DEFAULT NULL COMMENT 'HE4H",
“phonenumber” varchar(32) DEFAULT NULL COMMENT 'F#Hl=5',
“sex” char(1l) DEFAULT NULL COMMENT 'F/#E5 (0%, 14, 2K%D ',
“avatar  varchar(128) DEFAULT NULL COMMENT 'kf%',
“user_type  char(1l) NOT NULL DEFAULT '1' COMMENT 'HI/'28M (OF b, 1M/ ',
“create_by  bigint(20) DEFAULT NULL COMMENT 'GU& AMIFH /7 id",
‘create_time’ datetime DEFAULT NULL COMMENT '@i#tff(a]",
“update_by ™ bigint(20) DEFAULT NULL COMMENT '"EE#HrA',



‘update_time  datetime DEFAULT NULL COMMENT 'HEgrifia]",
“del_flag™ int(11) DEFAULT 'O' COMMENT 'MHBpFrE (OMREARMEE, LSRR ',
PRIMARY KEY (" id™)

) ENGINE=InnoDB AUTO_INCREMENT=3 DEFAULT CHARSET=utf8mb4 COMMENT='f/"%";

/*Table structure for table “sys_user_role  */

DROP TABLE IF EXISTS sys_user_role ;

CREATE TABLE “sys_user_role (
“user_id’ bigint(200) NOT NULL AUTO_INCREMENT COMMENT 'Hrid',
‘role_id’ bigint(200) NOT NULL DEFAULT 'O' COMMENT 'ftuid',
PRIMARY KEY ( user_id , role_id")

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

insert into sys_user_role values(1l, 1);

iBiduseridEiFEFHR:

SELECT
DISTINCT m. perms’
FROM
sys_user_role ur
LEFT JOIN 'sys_role  r ON ur. role_id = r. id"
LEFT JOIN 'sys_role_menu  rm ON ur. role_id = rm. role_id’
LEFT JOIN "sys_menu m ON m. id = rm. menu_id"
WHERE
user_id = 1
AND r. status =0
AND m. status = 0

SREASLipk:

@Jsoninclude: https://blog.csdn.net/Mr Dracy/article/details/117950385

/7':7':
* SRR (Menu) SR

*/
@TableName(value="sys_menu")
@pata
@A1TArgsConstructor
@NoArgsConstructor
@JsonInclude(JsonInclude.Include.NON_NULL)
pubTlic class Menu implements Serializable {

private static final Tong serialversionUID = -54979041104113736L;

@Tableld

private Long 1id;

/7':7':

* ML

-,‘:/

private String menuName;
/:‘::‘:

* % b


https://blog.csdn.net/Mr_Dracy/article/details/117950385

*/

private String path;
Yok

* AR

*/

private String component;
/:‘::‘:
SRR (0o R LREED
*/

private String visible;
Yok

* EHURZS (01EW =R
-,‘:/

private String status;
/:‘:‘.‘:

* RURFRIR

*/

private String perms;

* SEHEbR

*/

private String icon;
private Long createBy;
private Date createTime;

private Long updateBy;

private Date updateTime;

Vs

* MR CORMIBR LMk
*/

private Integer delFlag;
/:‘::‘:

*

*/

private String remark;

CE3sCIR
IR EERIEAFIdEEARIERI A RS EE0 ],
FRrLARATATLASERE X S mapper, HARHE—NAETLURIBUseridEIARRIEE.

public interface MenuMapper extends BaseMapper<Menu> {
List<String> selectPermsByUserId(Long id);

HHEHRBENTTE, FFEZECENAImapperX 4, EXIINAIsqiER:

<?xml version="1.0" encoding="UTF-8" 7>
<!DOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-mapper.dtd" >
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<mapper namespace='"com.gs.mapper.MenuMapper">
<select id="selectPermsByUserId" resultType="java.lang.String">

SELECT
DISTINCT m. perms’

FROM
sys_user_role ur
LEFT JOIN 'sys_role r ON ur. role_id = r. id’
LEFT JOIN "sys_role_menu  rm ON ur. role_id = rm. role_id’
LEFT JOIN ‘sys_menu m ON m. id = rm. menu_id"

WHERE
user_id = #{userid}
AND r. status =0
AND m. status =0

</select>
</mapper>

fEapplication.yamIrEcEmapperXMLI 4RI S :

spring:
datasource:
url: jdbc:mysql://Tocalhost:3306/security?characterencoding=utf-
8&serverTimezone=UTC
username: root
password: root
driver-class-name: com.mysql.cj.jdbc.Driver
redis:
host: Tocalhost
port: 6379
mybatis-plus:
mapper-locations: classpath*:/mapper/**/*.xml

AEFATTLATEUserDetailsServicelmplshEEHiZmapperfI 5 ZE I RE B3 E LoginUserxd s
FREpE],

@service
public class UserbDetailsServiceImpl implements UserDetailsService {

@Autowired

private UserMapper userMapper;

@Autowired
private MenuMapper menuMapper;

@override
pubTlic UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {
//RBR A B ERHAEE: EEEHRNE O Xusersiks, Jil S
LambdaQuerywrapper<User> wrapper = new LambdaQueryWwrapper<>();
wrapper.eq(User: :getUserName, username);
User user = userMapper.selectOne(wrapper);

/ /A0SR A AN BB o i R PR
if (Objects.isNull(user)) {
throw new RuntimeException("H /" & o mssiR") ;



}

// WR5 %
// List<String> Tist = new ArrayList<>(Arrays.asList("test", "admin"));

// WEGEEE ARG R
List<String> list = menuMapper.selectPermsByUserId(user.getIid());

// B3 Userbetai1sX ik [H]
return new LoginUser(user, Tlist);

@RestController
public class HelloController {

@RequestMapping("/hello™)
@pPreAuthorize("hasAuthority('system:test:Tlist')")
public Sstring hello() {

return "hello";

}

fh. BEXKMALE

HATEREENIERMNEE RIS SRR AR O—HREHERESWAson, IXEERTLA
IERTRBERI AL THE—RILIE, ESCIUX P INRERA IR ERNIESpringSecurity RIS EAIRALH].

fESpringSecuritys, WNRBFATDANESEFRENIREFHIN T BESHExceptionTranslationFilterd
¥RZE. TEExceptionTranslationFilterdp2EFIRTRIAIEAMIEZ AW HIMAFE.

MRBINEIFEFHENBFESFE M AuthenticationException, SR
AuthenticationEntryPointldRI 5 &K TRELE,

WNREFRGI T HI S E ST AccessDeniedException, #AfGEAFAccessDeniedHandler
MR EERHITRELE,

FTLANREIEEEENFENIE, BMRFEBE N AuthenticationEntryPointFf]
AccessDeniedHandler, fARECELESpringSecurityBa],

5.1 HEXEMR
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@Component
public class AuthenticationEntryPointImpl implements AuthenticationEntryPoint {

[/ AEFAUERERE A ) S
@override
public void commence(HttpServletRequest request, HttpServletResponse
response, AuthenticationException authException) throws IOException,
ServiletException {
ResponseResult result = new
ResponseResult(HttpStatus.UNAUTHORIZED.value(), "AiFXRM, iEEHERE");
String json = JSON.toJSONString(result);
webUtils.renderstring(response,json);

@Component
public class AccessDeniedHandlerImpl implements AccessDeniedHandler {

// SEFEFBOSRE A P
@override
public void handle(HttpServietRequest request, HttpServletResponse response,
AccessDeniedException accessDeniedException) throws IOException,
ServletException {
ResponseResult result = new ResponseResult(HttpStatus.FORBIDDEN.value(),
"RRAZ")
String json = JSON.toJSONString(result);
webUtils.renderstring(response,json);

5.2 figEF4§SpringSecurity
SEEARIRAORLE

@Autowired
private AuthenticationEntryPoint authenticationEntryPoint;

@Autowired
private AccessDeniedHandler accessDeniedHandler;

PRI LMERHttpSecurity RIS AERE:
// WLE S

http.exceptionHandling() .authenticationEntryPoint(authenticationEntryPoint).
accessbDeniedHandler (accessDeniedHandler) ;

5.3 izt
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hitpifflocalhost:8080/userflogin
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nong form-data ®-www-form-urlencoded @ raw binary GraphQL  JSON ~ Beautify
L
2 “usexrName" ; "admin®,
3 “password” ! "1234586"
LA
Body Cookies Headers (11) Test Results @ status: 200 0K Time: S70ms  Size: 401 B Save Response
Pretty Raw Preview Visuzlize JSON v = o <
1 |
2 “code": 481,
3 “msg”: “TAEIN, EEERRER
http:fflocalhost:8080/hello [El Save & =
GET ~  httpyflocalhost:8080/hello Send o
Params  Authorizatior Headers (8) Body Pre-request Script Tests  Settings Cookies
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
token eydhbGeiOiIUZHNIJY. ey qd GRICHIOY ZAxNZMWY TM5Y2EQOTI... ﬂ
Body Cookies Headers (11} Test Results ".2':1 Status: 200 OK Time: 1215 ms Size: 3858 Save Response ~
Pretty Raw Preview Visualize JSON ~ = o
1 |
2 “cods": 483,
"msg": “URTE"

7~ Si

NSRRHTREAER, A XMLHttpRequestiIgA R HTTPIERETNETRIFRE, BNHEE
iy

IRAGHTTPIER, FOABR NEMELR. REIRREEKRFIERZEEERTEE, BN, #a&.
AS#=e—%.

RIlEmRABEME, AnmlBEMERIE —REBTERFN, FASERFEBEHIEKAEM,
FRUAFA T ESRIE—T, 1LRimA ESI AT
1. 5&XdSpringBootftE, iE{TEIRIER

@Configuration

public class CorscConfig implements webMvcConfigurer {

@override
pubTlic void addCorsMappings(CorsRegistry registry) {
// VE VIR AR
registry.addMmapping("/**")
// B VR R 84
.allowedoriginpPatterns("*")
// e fiFcookie
.allowCredentials(true)
// WE ARG R T
.alTowedMethods("GET", "POST", "DELETE", "PUT")
// WHEAVrheader)s
.allowedHeaders("*")
// B FRVEN [E]
.maxAge (3600) ;
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2, FFBSpringSecurityfEEtatisiE

HFEAINRRERSZEISpringSecurityfIR3R,  FRLUABEEEFaAZELESpringSecurityiz{ TG
&,

@override
protected void configure(HttpSecurity http) throws Exception {
http
//KHcsrf
.csrf() .disable()
//AdEitSessioniiifiSecurityContext

.sessionManagement() .sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and(Q)
.authorizeRequests()
// XNTEFED RVFEL VN
.antMatchers("/user/Togin") .anonymous ()
// B LA B A T R 4 R B A GIE
.anyRequest() .authenticated();

/ /oIt RS
http.addFilterBefore(jwtAuthenticationTokenFilter,
UsernamePasswordAuthenticationFilter.class);

//TCE e A B

http.exceptionHandling()
/ /e B DIE SR WA B 2%
.authenticationEntryPoint(authenticationEntryPoint)
.accessbeniedHandTler (accessbDeniedHandler) ;

// VRS,
http.cors();

+. EE/MEER
7.1 HEBPRBIELT X

HARIEERREA@PreAuthorizeiTf#, ARERPEMAIZhasAuthorityF5 ikt T4,
SpringSecurityi® AFA R T HE AL, I80: hasAnyAuthority, hasRole, hasAnyRoleZ,

XEBENFASEEINBXLTTIE, Hi1GEERhasAuthorityfI/FIE, REBEAFIEHMSARHE
BZIERE, MARCHESXSE, FAER(IIEATLIGRENRITTE, T8 ChIREEE.

hasAuthority /5 ESLFREHI4TEI T SecurityExpressionRootfdhasAuthority, AZk R E¥T AR EEaTA]
BEREBRIRGRE,

EREBESL2iEHauthenticationfiigetAuthorities /5i535kENFIFRIRPRTIZR. AEHIBFEAIEANNTE
SHEUEENRY IR,

hasAnyAuthority 5iZATLMEASZ MR, REARPEEMMEE—IMURESETLABIRIRI A SIR.
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@PreAuthorize("hasAnyAuthority('admin', 'test', 'system:dept:Tist')")
public string hello(){
return "hello";

hasRoleZREXNAIABA AILUIGE, EBEEARMICEANENNSEIHE L ROLE. FHALR. A
LUXFER N E BB XM ARBES ROLE_ XMNEISRA AILA

@preAuthorize("hasRole('system:dept:Tist')")
public String hello(){
return "hello";

hasAnyRole BESRIBBHMALILR. CREFESICBANENISEIHAEZ L ROLE FHALLR. ATLA
XMER FERAFXNATREES ROLE_IXMEIERA LA

@PreAuthorize("hasAnyRole('admin', 'system:dept:T1ist')")
public string hello(){
return "hello";

7.2 BEXBIRRIGH X

BAIMEeTLAE X B CRISPRIRIGTT A, E@PreAuthorizei R ERFAINTGIE.
package com.gs.expression;
/...

@Component("ex")
public class MyExpressionRoot {

pubTic boolean hasAuthority(String authority){

/ /FRECHET R P AR

Authentication authentication =
SecurityContextHolder.getContext().getAuthentication();

LoginUser loginUser = (LoginUser) authentication.getPrincipal();

List<String> permissions = loginUser.getPermissions();

//FIBH R EE G o fefEauthority

return permissions.contains(authority);

ESPELRIA HFER @extBYTIRENEEFbeanfIZF NexiER, ARBRARIXNTERH
hasAuthority /5%,

@RequestMapping("/hello™)
@PreAuthorize("@ex.hasAuthority('system:dept:1ist')")
public String hello(){

return "hello";
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7.3 BEFECERISPRIES]

BAMB AT LATERC B R E AR B TS BRI TR,
X ZARNEZATEHSRIRRIT

@override
protected void configure(HttpSecurity http) throws Exception {
http
//F*Mcsrf
.csrf().disable()
//ANiidsessionikiSecurityContext

.sessionManagement () .sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and(Q)
.authorizeRequests()
// NTEFBEO RVFE LT
.antMatchers("/user/Togin") .anonymous ()
.antMatchers("/testCors") .hasAuthority("system:dept:1ist")
// B RSN i SR AR R AU IE
.anyRequest() .authenticated();

[ /I E A
http.addFilterBefore(jwtAuthenticationTokenFilter,
UsernamePasswordAuthenticationFilter.class);

/ /T e A

http.exceptionHandling()
/ /BB YRR A 2%
.authenticationEntryPoint(authenticationEntryPoint)
.accessbeniedHandTler (accessbeniedHandler) ;

// SO
http.cors();

7.4 CSRF

CSRFEgIEILIERME (Cross-site request forgery) , EwebERNKHEZ—.

6. AR RIE(S) P i R RCH N

WRBE WM, BTN SsH

sl EH J1CYCookie, FTLIAZ:

4 0 B PR A T 5) I K

IZREBAIL S T U R
Hi.

FIECSRFEHEMIME: WebA
¥iti#: WebB
ZHF: User/'WebA

1.0 553 G (5 {6 A
250Ukl RL, TERL (O A Cookie

RAEBTE@RYIR, 305 2504 () h ™ 2E ) Cookieil; ] Al

Use‘l‘(C) 3P0 70 A G ARSI 0L T, el f e el 3

BECK U E = A(A), Sl iR (requset
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SpringSecurityXBaLECSRFIZTHEAI A 2iBid csrf_token, [FimedEmi— N csrf_token, BlimAtcis
KAFHEREEEX N esrf_token, FinaBIdEsH TR, MR SBETHESNERIHATITL
T8

AT UL CSRF TR EERIZ cookiedpATEHAUAILER. BEEREIHD BAYIE SIX(IFPAILE
BH3LREtoken, TMtokenHAZF MEHcookiedr, FHEFERIRUEBEEokeniRERERELPA ]
LA, FRLACSRFIZEBEIAREL T .

More: https://blog.csdn.net/freeking101/article/details/86537087

7.5 IAIERKTNL I RS

SCfR_EfEUsernamePasswordAuthenticationFilteri#H{ TE IR, MNREZRINT ESEH
AuthenticationSuccessHandlerf975 5T IAERRINERIZIERY, AuthenticationSuccessHandlergfi 2
BRI RS,

BAMBAILAE CXBEE X Th AR et TR /R avER A,

@Component
public class MySuccessHandler implements AuthenticationSuccessHandler {

@override
pubTlic void onAuthenticationSuccess(HttpServletRequest request,
HttpServletResponse response, Authentication authentication) throws IOException,
ServletException {
Ssystem.out.printIn("IIERIL™) ;

@Configuration
public class SecurityConfig extends webSecurityConfigurerAdapter {

@Autowired
private AuthenticationSuccessHandler successHandler;

@override
protected void configure(HttpSecurity http) throws Exception {
http.formLogin() .successHandler(successHandler);

http.authorizeRequests() .anyRequest() .authenticated();

7.6 IAIERM AL I 53

SCfR_EfEUsernamePasswordAuthenticationFilteriH TR RIMERRHR, tNERINFLEN T 24EA
AuthenticationFailureHandlerf9/3 & T AMEEMUSAIZNERY, AuthenticationFailureHandlerffi2 s
FRAEMALIEES,

BAMBAILAE SEBE KM IR H TR AMER A,


https://blog.csdn.net/freeking101/article/details/86537087
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@Component

public class MyFailureHandler implements AuthenticationFailureHandler {
@override

pubTlic void onAuthenticationFailure(HttpServletRequest request,

HttpServletResponse response, AuthenticationException exception) throws
IOException, ServletException {

System.out.printIn("IVIERIKE™) ;

@Configuration
public class SecurityConfig extends WebSecurityConfigurerAdapter {

@Autowired

private AuthenticationSuccessHandler successHandler;

@Autowired

private AuthenticationFailureHandler failureHandler;

@override
protected void configure(HttpSecurity http) throws Exception {
http.formLogin()
// FEEEIER IS
.successHandler(successHandler)
// TCE NI A 3%
.failureHandler(failureHandler);

http.authorizeRequests().anyRequest().authenticated();

}
}
7.7 SRk I IEES

pubTic class MyLogoutSuccessHandler implements LogoutSuccessHandler {
@override

pubTic void onLogoutSuccess(HttpServletRequest request, HttpServletResponse

response, Authentication authentication) throws IOException, ServletException {
System.out.printIn("E8KIL") ;

@Configuration
pubTlic class SecurityConfig extends WebSecurityConfigurerAdapter {

@Autowired
private AuthenticationSuccessHandler successHandler;

@Autowired
private AuthenticationFailureHandler failureHandler;

@Autowired

private LogoutSuccessHandler logoutSuccessHandler;
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@override
protected void configure(HttpSecurity http) throws Exception {
http.formLogin()
// BEEVERIh A3
.successHandler(successHandler)
YV - INTER S
.failureHandler(failureHandler);

http.Togout()
/ /BB A B D AL P 2

. TogoutSuccessHandler (TogoutSuccessHandler) ;

http.authorizeRequests() .anyRequest() .authenticated();
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